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ABSTRACT

ThestudyexaminedthereadinessanddigitalskillsoftheNigerianPoliceintacklingcybercrimesin
the5Gera.Consequently,fourspecificresearchobjectiveswereidentified,andthreehypotheseswere
testedinthestudy.Thedescriptivecorrelationalresearchdesignwasadoptedforthestudyandthe
populationcomprisedallpoliceofficersfromtherankofAssistantSuperintendentofPolice(ASP)
andaboveintheCriminalInvestigationDepartmentinEdoState(includingtheAnti-FraudUnit).
Thesampleforthestudywas35policeofficersinthestate.Theinstrumentsfordatagatheringwas
self-designedquestionnaire,andthedatacollectedwereanalyzedusingbothdescriptiveandinferential
statistics.Fromthedataanalyzed,itwasgatheredthatsignificantrelationshipexistedamongthe
readiness,digitalskillsoftheNigerianPolice,andthetacklingofcybercrimesin5Gera.Thestudy
concludedthatthedeploymentof5Gtechnologywillbringwithitanewlevelofcyberthreat,which
willtrulytesttheresolveofcybersecurityinandoutsidethecountry.
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INTRoDUCTIoN

The21stcenturyhaswitnessedthewidespreadadoptionofinternetandotherinformationtechnologies
indifferentsectorsinNigeria.Thiswidespreadadoptionledtotheriseofdiversecybercrimesin
andoutsideNigeria.Cybercrimessimplyreferstocriminalactivitiessuchasfraud,theft,forgery,
blackmailandmaliciouscodescarriedoutusing information technologyor the Internetnetwork
(Omodunbi,Odiase,Olaniyan,&Esan,2016).Cybercrimesevolvefromtheabuseorwrongapplication
ofcomputersystemsandnetwork.Theseabusesusuallyposegreatdangertotheperson,groupsor
organizationsagainstwhomthecrimeiscommitted.

InNigeria,cybercrimesarecommittedindifferentsectorsoftheeconomysuchasinbanking
(withcrimessuchasBVNscams,phishing,CreditPin/cardtheft,andbankingfraud),E-commerce
(softwarepiracy- intellectualproperty theft, sales fraudand forgery,dataandairtime theft from
serviceproviders),Education(cyberplagiarismandcyberpornography),andsocialmediasector
(cyberstalking,harassmentandblackmailingscam,socialhijacking,identitytheftandcyberbullying).
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ThesecriminalactivitieshaveincreasedexponentiallyinNigeria,especiallywithinthelastdecade.
Ina2016rankingofcountrieswiththehighestcyber-attacksvulnerabilitiesbyCheckPoint,aglobal
networkcybersecurityvendor,Nigerianwasranked16thhighest.ThisimpliesthatNigeriaishighly
susceptibletocyber-attacksindifferentsectors.Thisisevidentinthehighnumberofreportedcases
ofcybercrimesinNigeriaaswellascybercrimescommittedbyNigeriansoutsideNigeria(Olayemi,
2014).However,cybersecurityexpert,Bayern(2018),expressedfearthatcybercrimesmayincrease
withthedeploymentof5Gtechnologies.

5Gtechnologyisafifthgenerationwirelessnetworkarchitecturewhichisbuilttoenablesuperior
datacommunicationratebetweenwirelessareanetworks(Technopedia,2019).Thetechnologyis
designedtogreatlyincreasespeedandresponsivenessofwirelessnetworksinadditiontoproviding
networkmanagementfeatures.Loughran(2019)notedthat5Gtechnologywillpromotethewidespread
implementationofInternetofThings(IoT)technologyandothernextgenerationnetwork.Using
the5G technology,networkoperators candeliver5G fixedwirelessbroadband services and5G
cellular services.However, despite thenumerous advantages that accompany thedeploymentof
5Gtechnologies,therearewidespreadconcernsthatcybercrimeswillbeexacerbatedby5G.Cyber
security experts such asLoughran (2019) andSamani (2019) have expresseddeep concern that
theintroductionof5Gtechnologiescouldincreasetheamountofdata,criminalscouldstealfrom
consumersandbusinesses.Itisanticipatedthattheexistingcybersecuritywillbegreatlythreatened
ina5G-connectedworld.AsWillet(2019)putit:

5G technology can also enable the weaponisation of Internet of Things (IoT) devices in botnet attacks. 
By allowing more devices to connect, 5G can potentially enable them to become part of a malicious 
botnet, through which hackers can launch powerful Distributed Denial of Service (DDoS) attacks (p.1). 

Furthermore,Bayern(2018)assertedthat,withthespeedandconnectivityof5G,poorhygiene
usersofinternetwillmostlikelyhaveseveralsecurityissuestodealwith,thus,translatingtowide
spreadofcybercrimessincetheaverageinternetusersarestillmakingbasicsecurityerrorssuchas
usingsamepasswordinmultipleplacesandclickingfraudulentlinks.Inaddition,thedeploymentof
5Gnetworkwillleadtostoringlargeamountofdatainthecloudratherthanonamoresecurelocal
server,thus,givingroomforvastlyexpandedattacksurface.

Inorder to tackle thecybercrimes thatwouldarisewith thedeployment5G inNigeria, the
NigerianPolice,beingalawenforcementagency,mustworkcloselywithcybersecurityagencyand
otheragenciessuchastheNationalInformationTechnologyDevelopmentAgency(NITDA)andthe
NigerianCommunicationsCommission(NCC)iftheyaretoeffectivelytacklecybercrimesinNigeria.
AlsotheNigerianPolicemustdemonstratecompletereadinessintacklingcybercrimesin5Gera.
Theymusthaveagoodunderstandingofhowthetechnologyworksin5Gerawhilealsohavingthe
necessarydigitalskillstocombatthecrimes.Itisonthisnotethatthisstudyexaminedthereadiness
anddigitalskillsoftheNigerianPoliceintacklingcybercrimesin5Gera.

Problem Statement
Thewidespreaddevelopmentanddeploymentoftechnologiesindifferentsectorsinrecenttimeshas
ledtotheconsistentgrowthofcybercrimesinNigeriaandtheworldatlarge.InNigeriaforinstance,
therehasbeenconsistentreportedcasesofdatatheft,E-mailspoofing,cyberdefamation,website
cloning,maliciouscomputercodes,webjacking,Phishing,identitytheft,cybertrespassandcyber
fraud.Morerecently,therewerereportedcasesofFBInabbinghighprofileNigeriansforfraudulent
activitieswithinthecyberspace.ThesecriminalactivitieshavecontinuedtodenttheimageofNigeria
intheinternationalscene.

Sadly, there have been speculations that cybercrimes will increase exponentially with the
launchingof5GnetworkinNigeria.ToaddressthisissueinNigeria,theNigerianPolice,beinga
lawenforcementagency,mustdemonstratethattheyareready(physicallyandmentally)aswellas
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